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June 14, 2010 
 
Mr. Gary Locke 
Secretary 
Department of Commerce 
1401 Constitution Ave., NW 
Washington, DC 20230 
 

Re: Federal Register Notice of Inquiry Vol. 75, No. 78 
 

Dear Mr. Locke: 
 
 The International Pharmaceutical Privacy Consortium (IPPC) is an organization formed in 2002 
and comprised of chief privacy officers and other data privacy and security professionals from a number 
of research-based, global pharmaceutical companies.  The IPPC is committed to the promotion of sound 
policies for the protection of patient privacy and advancement of drug development and treatment.  
Information concerning IPPC membership and mission is described in Appendix A.

1
  

 
 We appreciate this opportunity to present our views on the impact of the current privacy 
framework on Internet commerce and innovation.  More specifically, we intend to address how the current 
privacy framework, and changes thereto, would affect innovations in the health care sector and more 
generally public health.    

 
 In the next three sections we illustrate IPPC principles and activities that are intended to help 
provide important privacy and security protections in the context of our interactions with health care 
consumers.  We consider these to be best practices that protect consumer privacy without restraining 
medical innovation.  Implicit in these principles is our support for a use-based model for data privacy 
protection.

2
  The IPPC believes that the way data is to be used should determine data privacy obligations.  

In the context of the pharmaceutical industry, this calls for a distinction to be made between uses of 
personal data for purposes of biomedical research and public health activities versus those for sales and 
marketing.  The data protection principles we believe should apply in each of these contexts is outlined 
below. 
 
I. Research 
 
 A clear delineation must be made around the standards that apply to the collection and use of 
personal health information for marketing versus the collection and use of personal health information for 
scientific research and public health activities.  Personal health data is essential for, inter alia, conducting 
research involving genetics and biomarkers,

3
 seeking genetic patterns in the safety and effectiveness of 

drug therapies, determining the safety and effectiveness of new treatments, and locating appropriate 

                                                
1 For further information concerning the IPPC, please visit our website at www.pharmaprivacy.org.  All Appendices referenced in this 
comment, and additional documents adopted by the IPPC, are publicly available on this website. 
2 The Business Forum for Consumer Privacy, “A Use and Obligations Approach to Protecting Privacy: A Discussion Document,” 
Dec. 7, 2009, available at http://www.huntonfiles.com/files/webupload/CIPL_Use_and_Obligations_White_Paper.pdf. 
3
 A biomarker is a characteristic that is objectively measured and evaluated as an indicator of normal biologic processes, 

pathogenic processes, or pharmacologic responses to a therapeutic intervention.   
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participants for clinical research studies.  Despite the clear importance of the ethical principles of respect 
for persons and autonomy, which serve as the basis for informed consent requirements, these principles 
are not absolutes and must be balanced with other ethical principles, such as beneficence.  Beneficence 
requires that members of society recognize the longer term benefits and risks that may result from the 
improvement of knowledge and from the development of novel treatments. 
 
 Informed consent was originally conceived as a protection against physical harm to patients, 
permitting informed, competent patients to refuse unwanted medical interventions and to ensure patients 
were informed of the physical risks involved in medical research.  However, informed consent has come 
to be used as protection against a broad range of nonphysical harms, such as breaches of privacy and 
confidentiality.  The reliance on notice and choice as the basis for permitting analysis of patient 
information for pharmacoepidemiological research

4
 or using biospecimen samples for biomarker and 

genomics research is becoming increasingly unworkable.  Several alternative ethical frameworks to notice 
and choice have been proposed for balancing patient privacy interests and researchers’ data needs.  
These include: 
 

(i) Research subjects treated as donors (Subjects as Donors Model).  In this Model, the law of 
property with respect to inter vivos gifts is applied to informational privacy.  In essence, the 
idea is simply that where there is (1) present intent of a human subject to donate his 
biological materials or health information, (2) delivery of the sample or information in question 
by the subject to the researcher, and (3) acceptance of the gift by the researcher, the 
researcher becomes the ‘owner’ of the samples or information immediately and absolutely.

5
 

 
(ii) Reciprocity as a guiding principle (Reciprocity Model).  The reciprocity model seeks to 

address the situation where there is no consent for future research uses (whether specified or 
unspecified).  Its proponents argue that by accepting the benefit of past medical research 
(which is inherent in the use of medical services), a patient agrees to allow the use of health 
information about him or her in future research for the common good.

6
   

 
(iii) Informational restrictions narrowly tailored to address the specific risks associated with 

unauthorized use of that information (Harms-Based Model).  Potential harms associated with 
the unauthorized use of personal health information include discrimination and stigmatization; 
and an erosion of the doctor-patient relationship, leading to compromises in health care.  To 
address these risks, a harms-based model might call for the adoption of non-discrimination 
legislation and a requirement that entities with a legitimate need for health information secure 
the information against unauthorized access.  

 
(iv) Adaptation of the fair information practice principles to accommodate the practical realties of 

scientific research by emphasizing research transparency over individual notice, choice, and 
access.  Transparency could be achieved by permitting researchers to obtain one-time 
general consent for biobanking or genomics research, through the global publication of 
research results, and/or through the reporting of validated research results to data subjects 
who request such information. 

                                                
4 Pharmacoepidemiology is the study of the use and effects of drugs in populations. 
5 cf. Wash. U. v. Catalona (8th Cir. 2007). 
6 See Edison T. Liu, The Importance of Research Using Personal Information for Scientific Discovery and the Reduction of Disease, 
in Personal Information for Biomedical Research (Singapore Bioethics Advisory Committee, May 2007) at Annex A.  See also B.M. 
Knoppers and R. Chadwick, Human Genetic Research: Emerging Trends in Ethics, 6 Nature Rev. Genetics (Jan.) at 75-79. 
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II. Internet Commerce and Marketing  
 
 The IPPC supports the ability of consumers to play an active role in their healthcare by 
researching health conditions and treatments online, signing up to receive information and to take part in 
patient discussion groups, and tracking their health status using online tools.  The benefits of such patient 
empowerment are described in the attached 2004 IPPC white paper Dissemination of Prescription Drug 
Information Enhances Patient Healthcare (see Appendix B).  The IPPC has also developed in 2008 the 
attached Privacy Guidelines for Marketing to U.S. Consumers (see Appendix C) which we believe strike 
the appropriate balance between enabling the free-flow of information between consumers and health 
product manufacturers and preventing unwanted marketing uses and disclosures of personal information. 
 
 The IPPC believes that consumers should be provided with the choice to decide whether or not 
their personal health information will be used or disclosed for marketing purposes.  Nevertheless, we are 
aware of anecdotal reports of consumer health information being used and/or disclosed for unexpected 
marketing purposes.  This raises the dual questions of (i) whether notice and choice was ever provided; 
and (ii) if it was provided, whether it was done so in a clear and conspicuous manner such that the 
consumer was provided with meaningful choice.  The IPPC suggests the following guidelines to help 
ensure that notice and choice is meaningfully provided: 
 

• Layered privacy notices or other methods for highlighting marketing uses of health 
information should be considered. 

• Express permission should be obtained before health information is used for marketing 
purposes for which notice and choice have not already been provided to the 
patient/consumer. 

• If a third party provides remuneration in exchange for marketing communications to be made 
about that third party’s products or services, each marketing communication should include 
an indication of this fact in addition to other notices of this fact that may have been previously 
provided. 

• Patients/consumers should be provided with the ability to opt-out of receiving further 
marketing communications. 

• Express permission should be obtained before personal health information is disclosed to an 
unrelated third party, including for that third party’s marketing purposes. 

  
 The IPPC discourages the imposition of overly prescriptive requirements for what must be 
included in a consumer consent or the form of such consent.  Many pharmaceutical company interactions 
with consumers occur by phone in response to inquiries and requests for information.  We do not believe 
that consumers should be restricted from receiving information they request in settings where written 
permissions are not practical.  Moreover, consumers should have the right to decide for themselves the 
scope of marketing permission they wish to grant, including whether to provide consent solely for a 
specific product or a range of products for a particular disease state.  
 
 In addition to providing consumers with the ability to opt-out of receiving further marketing 
communications, the IPPC supports providing consumers with the ability to find out how their personal 
health information was obtained by a pharmaceutical company.  It should be understood, however, that it 
may not be possible for a company to pinpoint the source of a particular element of information as 
information may be aggregated from multiple sources.   
 
 The members of the IPPC follow reasonable procedures to ensure that personal information that 
is obtained from third parties is being provided to companies with the consumer’s consent.  However, 
aside from contractual requirements that the third party data provider obtained consent for the data 
sharing, there may be little a pharmaceutical company can do to verify what has been represented.  
Where representations have been made about the source of a consumer list and permissions associated 
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with that list, accountability for unauthorized uses and/or disclosures of the information should rest with 
the party making such representations, should they later prove false or misleading. 
 
III. Commitment to Privacy in U.S. Consumer Marketing: Myths and Facts  
 
 The IPPC is aware that there may be certain misperceptions about how pharmaceutical 
companies collect and use personal health information, and we have therefore developed the attached 
document entitled Commitment to Privacy in U.S. Consumer Marketing: Here Are the Facts (see 
Appendix D, adopted in 2008) to help correct these misunderstandings.  This document is intended to 
make clear the following points:  
 

• Pharmaceutical companies do not purchase identifiable patient health data (i.e., information 
relating to the medical conditions or treatments of named or otherwise identifiable patients) from 
pharmacies and health plans in order to market their products and services.  As further described 
in the document, pharmaceutical companies may obtain anonymized, aggregated health data for 
scientific research purposes in order to design programs to improve patient health outcomes. 

 
• Pharmaceutical companies do not have access to written and electronic health records in order to 

send consumers targeted marketing communications without their permission.  As further 
described in the document, pharmaceutical companies may sponsor compliance and other 
treatment-related programs offered through pharmacies and health plans. 

 
• Records from clinical research studies sponsored by pharmaceutical companies are not reused 

for marketing purposes. 
 

• Spam email is not sent to consumers by pharmaceutical companies for the purpose of advertising 
prescription drugs. 

 
IV. Conclusion 
 
 The IPPC believes that the Department of Commerce could play an important role in coordinating 
data privacy initiatives that are underway within the Federal Trade Commission, the Department of Health 
and Human Services, and other branches and agencies of the federal government.  We would welcome 
the opportunity to continue to engage in a public dialogue on the appropriate ethical principles that should 
govern the collection and use of health information for biomedical research and public health activities 
versus for sales and marketing.   
  
 We thank you for your consideration of our comments and would welcome the opportunity to 
discuss these issues with you.  Please do not hesitate to contact us with any questions. 
 
 Sincerely, 

 
 
 

International Pharmaceutical Privacy Consortium 

      



APPENDIX A: INTERNATIONAL PHARMACEUTICAL PRIVACY CONSORTIUM 
 

MEMBERS The IPPC is an association of companies that face worldwide responsibility for the protection of 
personal health information and other types of personal data.  Members of the IPPC include: 

� Abbott Laboratories  

� AstraZeneca 

� Baxter International 

� Bristol-Myers Squibb  

� Elan Pharmaceuticals, Inc. 

� Eli Lilly and Company 

� GlaxoSmithKline 

� Merck & Co., Inc.  

� Novartis 

� Pfizer Inc. 

� Genentech (Roche) 

� Sanofi-aventis 

� Takeda Pharmaceuticals 

 

MISSION The IPPC was formed in 2002 to promote responsible privacy and data protection practices by the 

research-based, global pharmaceutical industry. Maintaining data confidentiality and subject 

privacy are essential to clinical research, pharmacovigilance, and other activities of the 

pharmaceutical industry.  The IPPC seeks to increase awareness of privacy and data protection 

issues and to engage government in a dialogue about the need for data to support cutting edge 

biomedical research and other public health activities.  The IPPC pursues opportunities to 

collaborate with government and other stakeholders to develop data protection practices that 

enhance data subject privacy. 

GOALS The IPPC goals are to: 

� Engage government and stakeholders in the biomedical research and healthcare communities 
in a constructive dialogue on significant issues of privacy and data protection. 

� Serve as a resource for sound analyses of privacy and data protection requirements and 
compliance tools tailored to the pharmaceutical industry. 

� Serve as a forum for industry dialogue and promote responsible privacy and data protection 
practices. 

� Promote consistent privacy and data protection standards that can be achieved on a 
worldwide basis. 

� Remain on the leading edge of privacy and data protection. 

SCOPE OF 

ACTIVITIES 

The IPPC advances understanding of existing and emerging data protection and security rules in 
Europe, the US, and other key countries. The Consortium engages regulators and policymakers in 
the following areas: 

� Biomedical research 

� Pharmacovigilance 

� Sales and marketing 

� Market research 

� Human resources programs 

� Other corporate programs 
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APPENDIX B: DISSEMINATION OF PRESCRIPTION DRUG 

INFORMATION ENHANCES PATIENT HEALTHCARE 

 
 

I. Consumer-Directed Information 
 

Healthcare outcomes are improved when patients are engaged in their treatment program.  Informed consumers 
are more likely to recognize disease symptoms and to seek appropriate care.  In turn, informed patients are more 
likely to adhere to physician-prescribed treatment regimens.  Appropriate, proactive, and consistent use of 
prescription medications helps individuals to lead healthier lives, and can prevent or delay the need for more 
costly medical services and procedures.  Pharmaceutical companies play an important role in our healthcare 
system not only by manufacturing prescription drugs and devices, but also by serving as an informational 
resource for interested patients and physicians. 
 
A. Background 
 
The most important healthcare relationship is between patient and physician.  While this relationship is vital to 
each patient's medical care, patients also obtain valuable health-related information from other sources.  The wide 
availability of health information on the Internet and through other sources has empowered individuals to learn 
more about health conditions and treatments.

i
 

 
While the majority of prescription drug promotional and educational activities is directed toward physicians

ii
, 

pharmaceutical companies also provide a range of information to consumers.  Consumer-directed information 
about medical conditions and new and existing prescription drugs and devices is provided in many different forms 
and media.  On company web sites, consumers can access information, sign-up to receive newsletters, or 
request brochures and other product-related materials.  Many companies operate call-centers, enabling patients 
to request materials over the phone.  Pharmaceutical companies provide materials to physician offices, hospitals, 
clinics, and other medical centers for distribution to patients.  Companies sponsor pharmacy programs designed 
to promote patient adherence to physician-prescribed treatments.  Companies also work with health care 
providers and health plans to promote disease management. 
 
Information provided by pharmaceutical companies on prescription drugs, unlike much other healthcare 
information (e.g., medical information on the Internet, information on alternative medicines), is subject to intense 
regulatory scrutiny by the Food and Drug Administration (FDA).  FDA protects public health by helping to ensure 
that pharmaceutical manufacturers provide truthful, balanced, and accurate health-related information to 
consumers and patients.

iii
 In recent draft guidance on drug product advertisements, FDA noted that available data 

and information, including results of FDA’s own research, have led the Agency to believe that consumer-directed 
promotion of prescription drugs can convey useful health information to patients.

iv
 

 
B. Benefits of Consumer-Directed Information 
 

� Empowers Patients with Information.  Consumers who recognize disease symptoms and understand 
treatment options can more effectively seek appropriate care and make better-informed health decisions.

v
  

Heightened awareness of available therapies and the benefits, risks and side effects of these therapies, 
empowers patients to work with their physicians to make important decisions about their healthcare. 

 
� Encourages Patients to Communicate with Physicians. Pharmaceutical company communications 

about prescription drugs encourage patients to consult with their physicians about health conditions to 
determine what treatment options are available.  FDA consumer surveys in 1999 and 2002 demonstrate 
that consumer-directed prescription drug information encouraged substantial numbers of patients to ask a 
doctor about a previously untreated medical condition or illness.

vi
  Moreover, 93% of patients prompted by 

pharmaceutical advertising to discuss a drug with their doctor report that their doctor welcomed the 
question.

vii
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� Decreases Patient Inhibitions in Addressing Sensitive Conditions.  Consumer-directed information 

about available prescription therapies encourages patients to speak with physicians about their medical 
symptoms and treatment options.  Patients who suffer from medical problems that may carry a social 
stigma or historically  have been viewed as too personal to discuss with a physician are now, as a result 
of greater information, education, and understanding, more likely to discuss with their physicians their 
symptoms and possible treatments.

viii
  

 
� Promotes Improved Medication Compliance.  Medication non-compliance is a significant public health 

concern – it has a negative impact on patients’ health and significantly raises healthcare costs.  Data from 
FDA show that about one-third of patients fail to take their medications as prescribed.  Parental non-
compliance with drug therapies prescribed for their children exceeds 50%, and non-compliance among 
elderly patients ranges from 26% to 59%.

ix
  Industry-sponsored communications, such as refill reminders 

and other consumer-directed information, facilitate medication compliance.
x
 Direct-to-consumer 

prescription drug advertisements prompt patients to take their medicine regularly and refill prescriptions 
as necessary.

xi
 

 
 
II. Physician-Directed Information 
 
By providing scientific and educational information about prescription products, pharmaceutical sales 
representatives enhance the ability of healthcare providers to care for patients.  Sales representatives meet with 
physicians to provide product information, answer questions regarding the use of their products, and deliver 
product samples.  Ongoing research and development into safer and more effective medicines means that 
treatment standards are constantly evolving.  It is important that healthcare professionals have the latest, most 
accurate information available regarding prescription medicines. 
 
Prescription medicines play an ever-increasing role in patient healthcare, and it is critical that healthcare providers 
receive the latest information on the benefits and risks of those medicines.  Traditionally, on-site visits by sales 
representatives have enabled physicians to get needed information and product samples with minimal disruption 
to patient care.  In turn, direct interactions with physicians have enabled manufacturers to receive important 
product feedback.   
 
As the external pressures of managed care place increasing demands on providers’ time and focus, 
pharmaceutical companies have responded by delivering targeted information based on the needs and 
preferences of individual practitioners.  Historical data on filled prescriptions (deidentified as to individual patients) 
helps pharmaceutical companies to understand the range of health conditions served by individual providers.  
This knowledge in turn enables companies to determine which product information is likely to be of most use to 
those providers.  The ability to tailor information to individual provider needs is important not only to informing 
physicians of product advances and advantages, but also to alerting prescribers to newly discovered drug 
interactions and adverse events.  
 
The delivery of high-quality healthcare depends upon the successful collaboration of multiple players.  
Pharmaceutical companies serve an important role by providing patients and physicians with necessary 
information. 
 

                                                
i
  The Internet and advertising provide patients with increased access to health care information. For example, 24% of 

online information relates to healthcare and more than 50% of adults who access the Internet use it for health-related 
information.  (Lyn Siegel, “DTC Advertising: Bane or Blessing?” Pharmaceutical Executive, October 2000). 

ii
  Rosenthal M, Berndt E, Donohue J, Frank R, Epstein, A., “Promotion of Prescription Drugs to Consumers,” New England 

Journal of Medicine, Vol. 346, No. 7, February 14, 2002. 

iii
  Statement of Dr. Janet Woodcock, Director, CDER, FDA, before the Senate Special Committee on Aging, July 22, 2003, 

Hearing on Direct-to-Consumer Advertising of Prescription Drugs: What Are the Consequences? 

iv
  Draft Guidance for Industry, “Brief Summary:  Disclosing Risk Information in Consumer-Directed Print Advertisements,” p. 

7, January, 2004, http://www.fda.gov/cber/gdlns/consumad.pdf. 
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v
  For instance, in industry guidance FDA has commented: “FDA believes that disease awareness communications can 

provide important health information to consumers and health care practitioners, and can encourage consumers to seek, 
and health care practitioners to provide appropriate treatment.  This is particularly important for under-diagnosed, under 
treated health conditions, such as depression, hyperlipidemia, hypertension, osteoporosis, and diabetes.”  Draft Guidance 
for Industry, “Help-Seeking” and Other Disease Awareness Communications by or on Behalf of Drug and Device Firms, 
p.1, January, 2004, http://www.fda.gov/cber/gdlns/helpcomm.pdf. 

vi
  Statement of Dr. Janet Woodcock, Director, CDER, FDA, before the Senate Special Committee on Aging, July 22, 2003, 

Hearing on Direct-to-Consumer Advertising of Prescription Drugs: What Are the Consequences?; See also Direct to 
Consumer Advertising of Prescription Drugs: Preliminary Patient Survey Results at 
http://www.fda.gov/cder/ddmac/DTCnational2002a/; See also 2000 Scott Levin survey reporting that 56% of physicians 
agree that direct-to-consumer advertising brings in patients to seek treatment that would otherwise go untreated. 

vii
  Direct to Consumer Advertising of Prescription Drugs: Preliminary Patient Survey Results at 

www.fda.gov/cder/ddmac/DTCnational2002a/sld001.htm. 

viii
  David M. Cutler and Mark McClellan, “Is Technological Change in Medicine Worth It?” Health Affairs, Vol.20, No. 5, 

September/October 2001, noting the significant treatment expansion for persons with clinical depression. 

ix
  60 Fed. Reg. 44,182, 44,286 (Aug. 24, 1995).  See also Sullivan, S.D., et al., “Noncompliance with Medication Regimes 

and Subsequent Hospitalization: A Literature Analysis and Cost of Hospitalization Estimate,” Journal of Research in 
Pharmaceutical Economics, 1991, stating that 5.5% of all hospital admissions are due to non-compliance, resulting in $8.5 
billion annually in unnecessary hospital-related expenditures, plus another $17-$25 billion in estimated indirect costs;  See 
also Berg, et al., The Annals of Pharmacotherapy, 27 (9): S3-S22 (1993), finding that patients who do not adhere to drug 
therapy cost the U.S. health care system an additional $100 billion each year. 

x
  See, e.g., JS Benner (Brigham and Women’s Hospital / Harvard Medical School), DA Ganz (Brigham and Women’s 

Hospital / Harvard Medical School), et al. “Is It Cost-Effective to Improve Compliance with Lipid-Lowering Therapy?” 
(concluding that compliance-enhancing interventions appear to be an attractive way to recover some of the clinical 
benefits that are lost due to noncompliance with statins and that the most cost-effective intervention was to provide patient 
education and refill reminders via the mail and telephone); Ross T. Tsuyuki, Jeffrey A. Johnson, et al., “A Randomized 
Trial of the Effect of Community Pharmacist Intervention on Cholesterol Risk Management,” Arch. Intern. Med. 162: 1149-
75, 2002 (concluding that pharmacist intervention improved cholesterol management in high-risk patients).  

xi
  5

th
 annual Survey: Consumer Reaction to DTC Advertising of Prescription Medicines, Emmaus, PA, Rodale, 2001-2002, 

reporting that 17% of consumers stated that direct to consumer advertising made it more likely (versus 2% less likely) that 
they would take their medicine regularly and 12% stated that these ads made them more likely to refill prescriptions. 
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APPENDIX C: PRIVACY GUIDELINES FOR MARKETING TO U.S. CONSUMERS 

 
This document sets forth voluntary privacy guidelines for marketing by pharmaceutical companies to U.S. 
consumers.  These guidelines are aspirational in nature.  Companies endorsing this document aim to follow these 
guidelines in their day-to-day business operations in connection with the collection, use, disclosure, and 
maintenance of written and electronic personal information that identifies an individual consumer and is retained 
by a company for marketing purposes.  These companies also take steps to ensure that vendors who may 
communicate with consumers on their behalf comply with these guidelines or applicable privacy and data 
protection laws.   
 
Policies or practices for addressing these guidelines vary by company.  For information on an individual 
company’s privacy practices, please refer to the company links at the end of this document. 
 
 
I. NOTICE 

1. When personal information is collected directly from consumers, inform those consumers about: 

(a) the identity of the entity collecting the information; 

(b) the purposes for which the information is being collected; 

(c) the types of third parties to whom the information may be disclosed; and 

(d) where provided, the means by which consumers can access and amend personal 
information about themselves. 

2. Where the means by which personal information is being collected is not obvious (e.g., passive or 
automatic collection of information through website tracking), include a notice of this fact in a 
privacy statement. 

3. When personal information about a consumer that will be used to market to that consumer is 
received from a third party, obtain assurances from that third party that notice was provided to the 
consumer and that appropriate permissions were obtained to share the personal information with 
the pharmaceutical company. 

II. PERMITTED USES AND DISCLOSURES 

1. Limit uses of personal information collected or received to: 

(a) those that are compatible with the purposes indicated in the notice given.  Maintain 
processes to enable consumers to withdraw permission (opt-out) at any time and process 
such requests within a reasonable timeframe; 

(b) those that have been subsequently authorized by the consumer; 

(c) those that are necessary to comply with a legal or ethical obligation; 

(d) those that are necessary to ensure compliance with applicable laws and to detect and 
prevent inappropriate acts or practices, or to investigate, make or defend a legal claim; 
and 

(e) those that have been requested by governmental authorities. 
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2. Limit disclosures of personal information collected or received to: 

(a) others working for or on behalf of the company;  

(b) others with whom the company jointly markets products or services; 

(c) those that are compatible with the notice given at the time the information was collected; 

(d) those that are incidental to permissible uses of the information; 

(e) third parties to whom the consumer has authorized disclosure; 

(f) in the event of a sale or transfer of the business, successors and assignees; 

(g) those that are necessary to investigate, make or defend a legal claim; and 

(h) those that have been requested by governmental authorities or compelled by legal 
process. 

III. ACCESS AND AMENDMENT 

When contacted by a consumer who has provided appropriate verification of his or her identity with a 
specific request related to personal information, work reasonably with that individual to address his or her 
specific concern. 

Circumstances that may prevent a company from fully complying with an individual’s request include 
those that would: 

• affect the company’s ability to comply with a legal or ethical obligation; 

• affect the company’s ability to detect and prevent inappropriate acts or practices, or to 
investigate, make or defend a legal claim; 

• result in the disclosure of proprietary information; or 

• result in the disclosure of personal information of other individuals. 

IV. SECURITY 

1. Take reasonable precautions to protect personal information from loss and misuse, as well as 
unauthorized access, disclosure, alteration and destruction, commensurate with the sensitivity of 
the information processed. 

2. Obtain assurances from vendors that they will protect personal information from loss and misuse, 
as well as unauthorized access, disclosure, alteration and destruction, commensurate with the 
sensitivity of the information processed, and that they will promptly notify the company of security 
incidents involving personal information. 

3. Promptly investigate security incidents involving personal information and provide appropriate 
notice in accordance with applicable law. 



IPPC Privacy Guidelines for Marketing to U.S. Consumers 
Appendix C-3 
 

 
V. ENFORCEMENT 

1. Employ appropriate measures to receive and, as appropriate, respond to privacy complaints and 
requests. 

2. Adopt appropriate measures and take corrective actions against employees who are found to 
have violated company privacy policies.  Take appropriate corrective actions against agents who 
have violated privacy policies or law. 
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Endorsing Companies (as of March 7, 2008) 

Abbott Laboratories Website Privacy Policy: 
http://www.abbott.com/global/url/content/en_US/0:0/general_content/Genera
l_Content_00029.htm 

AstraZeneca Pharmaceuticals Privacy Statement: http://www.azprivacystatement.com 

Bristol-Myers Squibb Internet Privacy Statement: http://www.bms.com/legal/data/privacy.html 

Eli Lilly and Co. Website Privacy Statement: http://www.lilly.com/privacy.html 

Johnson & Johnson Website Privacy Policy: http://www.jnj.com/privacy_policy/index.htm 

Merck and Co., Inc. Internet Privacy Policy and Privacy Notice for U.S. Patients, Consumers and 
Caregivers: http://www.merck.com/policy/commitment/home.html 

Pfizer Privacy Policy: http://www.pfizer.com/general/privacy_policy.jsp 

Roche Online Privacy Statement: http://www.rocheusa.com/privacylegal/privacy.asp 

sanofi-aventis Online Privacy Policy: http://legalnotice.sanofi-aventis.us/ 

Schering-Plough Corp. Online Privacy Notice: 
http://www.spfiles.com/policy/IWW0341.jsp?site=www.schering-
plough.com&wm=privacyoffice@spcorp.com 

Takeda Pharmaceuticals Website Privacy Policy: http://www.tpna.com/privacy.asp 
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APPENDIX D: COMMITMENT TO PRIVACY IN U.S. CONSUMER 

MARKETING: HERE ARE THE FACTS 

 
The International Pharmaceutical Privacy Consortium is comprised of research-based pharmaceutical companies 
that are actively addressing privacy issues.  Our ability to access and use personal information is critical to the 
work we do in researching and developing medicines and communicating with our customers.  We have 
developed this document to better inform the U.S. public of our practices for respecting and protecting personal 
information in consumer marketing. 
 

Myth 1:  Pharmaceutical companies purchase identifiable patient health data (i.e., information relating 
to the medical conditions or treatments of named or otherwise identifiable patients) from 
pharmacies and health plans in order to market their products and services. 

  
Fact: Pharmaceutical companies DO NOT purchase identifiable patient health data from 

pharmacies or health plans.  In fact, most pharmacies and health plans are prohibited 
by law from disclosing identifiable patient health information to any third parties for 
marketing without the explicit permission of the patient.   
 
Anonymized, Aggregated Data 
 
Pharmaceutical companies do purchase anonymized, aggregated health data for 
research purposes.  Anonymized, aggregated data do not contain patient identifiers 
such as name, address, or other contact information; such data may include age, 
dates and geographic information. Anonymized, aggregated data are used, for 
example, to study the incidence, distribution and control of disease and to enable the 
development of programs that are designed to improve patient health outcomes. 
 
Compliance and Adherence Programs 
 
In addition, pharmaceutical companies may sponsor compliance and other treatment-
related programs offered through pharmacies and health plans.  For example, some 
pharmacies send refill reminders to customers when their prescription is due for 
refilling, and the program may be sponsored by a pharmaceutical company.  The 
sponsoring company IS NOT provided with access to the customer records or any 
other identifying information about the customers to whom the refill reminders are 
sent unless the customer provides explicit permission.  The sponsoring company 
often requires the program provider (i.e., the pharmacy or health plan) to provide its 
customers with the ability to decline these refill reminders (in some states, this is 
required by law). 
 
Patient Assistance Programs 
 
Pharmaceutical companies may receive identifiable patient health information from 
health plans to verify a person’s eligibility for patient assistance programs or 
prescription discount programs.  The information is usually transferred with the 
patient’s explicit consent, and identifiable patient health information received under 
these circumstances is used solely for such programs. 
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Myth 2: 
  

Pharmaceutical companies have access to written and electronic health records in order to 
send consumers targeted marketing communications without their permission. 

  
Fact: No, pharmaceutical companies do not have access to written and electronic health 

records in order to send consumers targeted marketing communications without their 
permission.  Pharmaceutical companies send direct-to-consumer (DTC) marketing 
communications and offerings to individuals who have signed up and given their 
permission to receive such materials.  DTC marketing and related programs are 
always permission-based (in certain states, this is required by law) and consumers 
usually have the ability to withdraw permission at any time.  Consumers may provide 
permission via company web sites and call centers, business reply cards, or other 
avenues.  In some cases, permission is obtained by a third party who then, in turn, 
provides the consumer’s contact information to the pharmaceutical company.    
 
Pharmaceutical companies do have an interest in obtaining anonymized, aggregated 
health data for scientific research purposes in order to design programs to improve 
patient health outcomes.  For example, anonymized, aggregated data are a valuable 
source of information for studying the incidence and spread of disease or analyzing 
and comparing the cost-effectiveness of different drug therapies and the cost of 
hospitalization. 

  

Myth 3: Records from clinical research studies sponsored by pharmaceutical companies are reused 
for marketing purposes. 

  
Fact: No, such records are not reused for marketing purposes.  In the course of a clinical 

study, medical records are generated or received by the physician or other medical 
professional under whose direction an investigational drug is given.  This person is 
called an “investigator.”  Investigators maintain the medical records of study 
participants and report the study-related data back to the sponsor of the study.  As 
sponsors of clinical studies, pharmaceutical companies receive data which has had 
the identities of participants replaced with unique codes, the keys to which are held by 
the investigators.  Pharmaceutical companies do not receive those keys and do not 
receive the names or other contact information of study participants, except in very 
limited circumstances as described below.   
 
First, a sponsor may be given the contact information of a study participant who has 
experienced an adverse event if further information is necessary for analysis of 
possible safety issues.  Such contacts are a standard component of 
pharmacovigilance, the science of activities relating to the detection, assessment, 
understanding and prevention of adverse effects or any other drug-related problem.  
Employees of the sponsor who are responsible for conducting pharmacovigilance 
activities are bound by obligations of confidentiality covered by the company’s 
employment contracts, policies or standard operating procedures.   
 
Second, sponsors are given access to the medical records held by investigators to 
verify that the scientific data reported to the sponsor matches what is recorded in the 
investigator’s copy of the records.  Sponsor personnel involved in conducting such 
on-site quality inspections are required to maintain the confidentiality of patient 
identities and may not share this information for unrelated purposes. 
 
Prior to enrolling a patient in a clinical study, investigators are required to explain 
what data will be collected, how it will be used, and to whom and for what purposes it 
will be disclosed.  The patient’s consent is documented in a written authorization. 
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Myth 4: Spam email is sent to consumers by pharmaceutical companies for the purpose of 
advertising prescription drugs. 

  
Fact: No, pharmaceutical companies do not send spam email.  Pharmaceutical companies 

have no interest in sending customers unwanted email messages.  In contrast, drug 
counterfeiters and illegal distributors often send spam email, in violation of federal 
law (i.e., the CAN-SPAM Act).  Some pharmaceutical companies might send 
unsolicited emails to consumers who have agreed to receive other emails from the 
company, but only in limited and unusual circumstances, such as to provide recall or 
safety information, and the communications would be expected to be in compliance 
with applicable laws. 

  
 

  
 

 

 

 


